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1 Access AIWAF GUI page

 Access AIWAF-VE system with HTTPS protocol with port “222” for GUI service.

I. Set security setup as default
• All types of protocols or ports have to be 

allowed for the instance.

II. Access the GUI with web browser.
• https://[Public IP address]:222

III. Login the page.
• ID: administrator

• PW: [instance id]
IV. Click “LOGIN” button
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1 Access AIWAF GUI page

***  All ports for web services must be allowed in AWS security group ***
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1 Access AIWAF GUI page

 Change default login account.

I. Both ID and PW have to be changed
• Cannot use the same ID & PW

II. IP address to allow login also need to be set
• It can be set as a range

III. Click “Apply” button
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2 Set time zone

 Configure the time zone.

I. Access “Configuration > System settings > Time 
zone settings”

II. Configure as a current location
• If the location is wrong, system & detection 

logs are not shown.

III. Click “Apply” button
IV. Click “Apply” button in “Time synchronization 

settings”
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3 Download pattern

 Download pattern file

I. Access “Configuration > System settings > Time 
zone settings”

II. Configure as a current location
• If the location is wrong, system & detection 

logs are not shown.

III. Click “Apply” button
IV. Click “Apply” button in “Time synchronization 

settings”
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4 Protected web server configuration

 Configure the Protected web server (HTTP)

I. Access “Policy settings  > Admin policy > 
Protected web server”

II. Click “Add rule” button
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4 Protected web server configuration

 Configure the Protected web server (HTTP)

III. Select protocol with “HTTP” and insert port for 
web server
• The 3 options should be .matched

IV. Click “Register new web server” button
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4 Protected web server configuration

 Configure the Protected web server (HTTP)

V. Input Domain, server IP and port information and 
click “+”
• If one of the options have to be matched

VI. Click “Add” button
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4 Protected web server configuration

 Configure the Protected web server (HTTP)

VII. Click “Apply” button
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4 Protected web server configuration

 Configure the Protected web server (HTTP)

VIII. Access “Policy settings  > Admin policy”
IX. Click “Apply policy” button
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4 Protected web server configuration

 Configure the Protected web server (HTTPS)

I. Access “Policy settings  > Admin policy > 
Protected web server”

II. Click “Add rule” button
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4 Protected web server configuration

 Configure the Protected web server (HTTPS)

III. Select protocol with “HTTP” and insert port for 
web server
• The 3 options should be .matched

IV. Click “Register new web server” button
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4 Protected web server configuration

 Configure the Protected web server (HTTPS)

V. Input Domain, server IP and port information and click “+”
• If one of the options have to be matched

VI. Upload web server’s certification & key file.
• CRT, PEM, PFX, etc. types are supported
• Certifications file should be decrypted.
• In case of PEM & CRT type, certification have to be started “Server > Chain > Root” 

VII. Click “Add” button
• SSL versions and encryption algorithms can be selected manually.
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4 Protected web server configuration

 Configure the Protected web server (HTTPS)

VIII. Access “Policy settings  > Admin policy”
IX. Click “Apply policy” button
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4 Protected web server configuration

 Configure the Protected web server (HTTPS)

X. Access “Policy settings  > Default settings > Operation mode”
XI. Change operation mode to “Block mode”
XII. Click “Apply policy” button
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5 Configure policies

I. Access “Policy settings  > Domain policy > Default”
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5 Configure policies

II. Change “Batch change action of policies” options to “Block”
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5 Configure policies

III. Click “Ok” button
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5 Configure policies

IV. Click “Apply policy” button to apply all
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